Simple Steps to online safety

Part 1: Parental Controls

Setting up the technology in your family home in a way that's
appropriate for every member of the family can be anything but
simple. Making sure that every device has the right settings for
your children can feel like a time consuming challenge. In the first
of a series of guides we're going to de-mystify the options so that
you can take the first simple steps to making sure your children's
online experiences are as safe as they can be. We know that the
tools that are available are only the start - they can't protect your
children from bullying or nasty behaviour online - but just like seat
belts in cars, they are part of the solution. We hope this guide will
help you to make the most of them.
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Understanding
Parental Controls

Did you know that not all parental controls are the same?
Infact, there are a number of different options and it's
important to remember that when you're out and about and
using public wi fi some of the parental controls you have setup
might not apply. So your first simple step to keeping your kids
safer online is to understand your options...

1. Network level controls. Translated into English, that
means that you can apply parental controls onto your home
router, then any device in your home which is accessing the in-
ternet via that router will have those parental settings applied.
At the moment, HomeSafe ™ from TalkTalk is the only network
level control available.

2. Device level controls. This option involves putting the
appropriate parental controls on every device in your home.
This is worth doing even if you also have network level controls
because as soon as your child is out and about accessing
public WiFi or even if they are simply using 3G on their mobile
phone to access the internet, your network level controls won’t
kick in. The majority of internet service providers offer device
level controls, for example BT and TalkTalk offer device level

controls that you can set on up to three computers.

3. Out and about. This is less of an option and more

of a need to know! Remember that when your child is
accessing the internet on public WiFi there may not be any
filters in place. Some public WiFi providers have them but
some of the big ones don’t. This is where having their tablet
or phone set up as you want it becomes really important.
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Here’s an example from TalkTalk of how to set up their HomeSafe™ parental controls on
your home broadband. They are the only broadband provider who offer a service to set
parental controls on the broadband connection itself, meaning that every device using the
home internet - whether it's a PC, laptop, tablet or gaming device - is protected from
accessing websites you've defined as inappropriate.

Go to talktalk.co.uk/myaccount and log in to My Account. If you've not yet registered for
My Account, you can set it up online.

Welcome to My Account

v View and pay your bill

v Set up your Direct Debit
v Add HomeSafe free online security

Once you've logged in, select HomeSafe™ from the list on the left hand side. That will take you
to the HomeSafe™ management page where you can turn on or change your settings at any
time or as often as you'd like.

My Account TalkTalk HomeSafe™
Account details

HomeSafe is built into our network and protects

Ollis & payments every device that uses your TalkTalk broadband

Phone & broadband

sites

Manage your Boosts

™

Upgrade your package
It's FREEI There's nothing to download or update and it wont slow down
Mobile SIM offers your internet connection. HomeSafe is simple to set up, just use the
buttons below o switch it on and off.
Manage your contract

HomeSafe Kids Safe i Homework Time @ Virus Alerts i
OFF: No website @ OFF: No website OFF: No website
restrictions restrictions restrictions

@ ON: Help protect your kids D) ON: Set a time limit to ® ON: Block websites

s t from inappropriate block social networking infected with viruses

uppo websites and gaming websites

4:30 pm to 6:00 pm
Monday to Sunday
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Step Three

HomeSafe™ has three features that you might want to use.

Kids Safe helps you to protect your children from websites that you define as
unsuitable for your home. When you turn it on, a list of nine different categories will

pop up that you can choose to restrict access to. You can also choose up to nine
specific websites you want to block.

Block websites

Block the following Also block the
types of websites: following websites:

Unsuitable for under 18's
@ Dating (D
# Drugs, Alcohol and Tobacco ()
@ Gambling @
& Pomography (D
# Suicide and Self-Harm (D
# Weapons and Violence (]

Other
# File Sharing Sites (D
# Games (D

Homework Time lets you set a time limit to filter social networking and gaming
websites to help prevent distractions while your children are studying.

Finally, Virus Alerts lets you block access to websites infected with malware.
Once you’'ve chosen your settings it takes around two minutes for them to be applied

to your broadband connection. You'll automatically get an email notification any time
the settings are changed and you can also choose to get text message alerts.
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2. Device Level Control

Setting safe internet searches with
Google SafeSearch

Searching the internet is a popular activity and Google™ is often the first port
of call. You should be aware that you, or your children, might come across

inappropriate content during a search, even if searching the most seemingly
harmless of topics.

GO Ogle ' “ SafeSearch is locked

Google SafeSearch is a feature which helps you keep adult content out of search results. While no filter is
100% accurate, SafeSearch helps you, and your children, avoid inappropriate content.

The following shows you how to modify your computers search settings and set up Google SafeSearch.

o Open Search settings

1 Go to www.google.co.uk and click on the ﬁ icon .

at the top right of the page. I_
2 Then click on ‘Search settings’ in the drop-down wN
B I - |
Search settings
Advanced search
Language tools
iGoogle

Go og!e Web History

S bt g i

e Mty P B b Py g Aot G g o
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Google

0 Choose your SafeSearch filter level

1 On the ‘Search Settings’

X SafeSearch filters
page, go to the section , e
called ‘SafeSearch filters’ w : o Ty d ' L
Lock SafeSearch
No filtering Moderate Strict

2 Choose the level of SafeSearch filter you'd like to

: o Please note: ‘Moderate’ is the default filter
use in Google on your family’s computer:

setting on Google.
‘Strict’ filters both explicit text and explicit images
whilst ‘Moderate’ filters explicit images only.

3 C(lick Save at the bottom of the page to save your
SafeSearch settings.

9 Locking your SafeSearch filter level

If you have a Google account, you can lock SafeSearch
on your family’s computer so that ‘strict filtering’ is “ Setaoac I o
always in place and no-one except you can change
the settings.

1 After setting the SafeSearch filter to ‘Strict’ on
the Search settings page (as above), click on ‘Lock
SafeSearch’. If you're not already signed in to your
Google account, you'll be asked to sign in.

2 Once you're signed in, click on ‘Lock SafeSearch’.
It might take a moment for the filters to be applied
to all Google domains. You'll see a confirmation
page once the lock is engaged.

3 When SafeSearch is locked in place, you'll see a
set of coloured balls at the top of all search pages.
If the coloured balls aren’t there, SafeSearch is no
longer locked.

Please note: if you have more than one browser , ORSSESSNRS
on your computer or if your family computer T SEsssmensmsee
has more than one user profile, you'll need to T ot e

set the lock on each one.
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Setting parental controls in
Microsoft Windows 7

Many families have Microsoft Windows operating system on their home computer.
Windows 7 offers some built in parental controls and the following brief guide takes
you through functions available to you.

o Turn on Parental Controls B — T —
et o‘-o«qlammmupwmca--m .
1 First, make sure that your child has a standard Tmces N
Windows 7 user account (not an administrator al e,
account). Qe
Peter Slade
2 Open Parental Controls by clicking the Start —
button, click Control Panel and then under User ¥ty Pt o
Accounts and Family Safety, click Set up Parental T
Controls for any user. e
3 If you're prompted for an administrator password rapiipbmpiode
or confirmation, type the password or provide s Set up how Harry will use the computer
confirmation. P

4 C(lick the user account that you want to set
Parental Controls for.

@ On, enforce current settings
© Off

If the account is not a Standard user account you
will be prompted to set one up. Click ‘Create a new

user account’ and follow the instructions. b e N
T .

5 Under Parental Controls, click On, enforce current “"‘E ,_“_.““ .

settings. Then follow steps on the next page. e iy &

LR -

If Windows Live Family Safety is installed on your

computer, you will see a sign-in page and there is

no need to continue with Steps 2-4 of this tutorial. (r )
0 Set time limits S 2

Control when Harry eill Ut the comp.er

1 clickTimelimits- :‘:uulauwunn L u LR P EERER]
2 Inthe grid, click and drag the hours you want to :"':_,

block or allow. >t
3 Click OK. T -

B seces
o) o)

Content provided by Vodafone's ‘Digital Parenting’ magazine and Facebook. All this information was correct at time of print {January 2012).
Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
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Windows:7
9 Choose which games children can play

1 Click Games, then choose one (or a combination

of) the following four options. Control which types of games Harry can play

« Toblock ALL games Can Harry play games?
Under Can [person’s name] play games - click No. © Yes
+ To block games by age ratings o
Under Can [person’s name] play games - click Yes. Block (or allow) games by rating and content types
Under Block (or allow) games by rating and Set game ratings
content types — click Set game ratings. Muinem ilowsdsating: DEFCRID+, inchading wssted garmes

Under Which ratings are OK for [person’s name] Game descriptors blocked: None

to play - click a ratings level. Block (or allow) any game on your computer by seme

* To block games by content ) Block or Allow specific games
Under Can [person’s name] play games — click Yes. T

Under Block (or allow) games by rating and Always allowed: None

content types - click Set game ratings.

Under Block these types of content, select the
content types that you want to block.

- . » w | oyl Soach Comtral oo 3

* To block specific games
Under Can [person’s name] play games - click Yes.

Control whach types of gaeres Harry can play

Under Block (or allow) any game on your -
computer by name, click Block or allow et %

specific games.

In the alphabetical list of games, find the
game that you want to block, and then select

Always block.
(.
o Allow or block specific programs
1 Click Allow and block specific programs. :
2 C(lick [person’s name] can only use the programs | -.n—n—-nuu- — — 4
Which programs can Harry wuie?
allow. Select the programs that you want to allow. Oovemam—
3 If the program you want doesn't appear in the list, et tamnen_ S .
click Browse to locate the program. B e “i
u(.n‘\hwnmmnn-nwa—h o -
W] LogTramspenl ome. [ Leg" gt dpplestan
I Aty e e X0 Unbe; 94 Uk
7 sl e e ]
Bl et e it Pance 0.4 Ere——
D a1 it et Ay Dnn 4 ke
. o® % “Urbagans
Which programs can Harry use? et i s
T Pugren i 807 hpgie ‘cftams Lipdene 4
(© Hamy can use all programs svporente Gl i i
@ Hamy can only use the programs [ allow
) )




More information

Windows 7 Parental Controls General information about safer gaming
http://windows.microsoft.com/en-us/windows7/ www.playsmartplaysafe.eu

roducts/features/parental-controls )
P E Microsoft Xbox Parental Controls

Windows Live Family Safety http://support.xbox.com/en-GB/xbox-live/
http://explore.live.com/windows-live-family-safety how-to/parental-control

Microsoft Safety & Security Centre Microsoft Xbox Live online safety
http://www.microsoft.com/en-gb/security/ http://support.xbox.com/en-GB/xbox-live/

how-to/online-safety

For any further information, queries or questions please email us on
help@theparentzone.co.uk

admin@theparentzone.co.uk
45 Islington Park Street
London N1 1QB

020 7704 0415
www.theparentzone.co.uk




